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Abstract

The 5th Generation (5G) Mobile Network, coupled with the Internet of Things (IoT), is a heterogeneous environment prone
to various security vulnerabilities and frequent attacks. Therefore, analyzing attackers’ intrusion intentions and penetration
behaviors is crucial for guiding network security defenses. However, existing penetration path constructions mostly rely on a
single agent or consider a single type of network, which cannot comprehensively assess the impact of group attack behaviors
and system vulnerability combinations on security. To address this issue, a multi-agent reinforcement learning approach is
presented for collaborative path penetration. This solution leverages network situational information to guide policy learning,
improving the overall path penetration quality. Agents adopt a hierarchical structure of primary and subordinate roles. The
primary agent can observe the entire environmental state and formulate top-level collaborative strategies for the group, while
subordinate agents learn individual policies based on assigned tasks and team rewards and interact with the environment to
learn. Through this mode, agents coordinate with each other to select and continuously improve their strategies in penetration.
Experimental results show that compared with single-path penetration under a single agent, the proposed method generates
multiple penetration paths with higher attack efficiency, decision stability, and task completion rate.

Keywords Collaborative path penetration - Multi-agent deep reinforcement learning - Primary and subordinate agents

1 Introduction

The 5th-generation wireless systems (5G) not only offer
higher bandwidth and lower latency but also support a vast
array of devices through the 5G Internet of Things (IoT) [1,
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2]. This integration results in an increasingly complex and
open network structure, encompassing both conventional
user equipment and a multitude of machine-type IoT devices.
As these devices become embedded in critical infrastructure-
from smart homes to smart cities-the attack surface expands,
making 5G IoT networks more susceptible to security threats.
The potential vulnerabilities within these networks may lead
to significant economic and social repercussions, emphasiz-
ing the need for robust security measures [3].

Penetration testing, a vital technique for evaluating net-
work security, plays a crucial role in predicting, preventing,
and responding to potential threats within 5G-IoT networks.
By simulating real-world attack scenarios, penetration test-
ing helps network administrators understand penetration
principles, enabling them to discover system vulnerabilities
and potential penetration paths that attackers might exploit.
This understanding allows for the design of targeted defense
strategies tailored to specific threats [4-6]. Penetration test-
ing can be performed in direct and indirect modes: the direct
mode involves an attacker launching an attack from one host
to another, while the indirect mode involves compromising an
intermediary host (a stepping-stone) to obscure the attacker’s
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true source and identity, thereby complicating detection [7].
However, the dynamic nature of network environments and
the unpredictability of attacker behavior make it challenging
to construct effective penetration strategies [8, 9]. Addition-
ally, the continuous evolution of network defense systems
necessitates ongoing refinement and adaptation of penetra-
tion testing techniques to maintain the security and reliability
of 5G-IoT networks.

Deep Reinforcement Learning (DRL), which integrates
Reinforcement Learning (RL) with deep learning, has shown
exceptional performance in tackling complex sequential
decision-making tasks [10]. It has become a popular method
for generating penetration paths and developing security
strategies [11]. Wang et al. [12] proposed a globally guided
RL method that utilizes spatiotemporal information from the
environment to guide a mobile robot in making local path
adjustments when encountering obstacles without the need
to re-invoke the planning algorithm to find an alternative
route, thereby improving the model’s generalization capa-
bility. In the RL method proposed by Cody T et al. [13],
the agent learns through environmental interaction to dis-
cover multiple attack paths, providing references for defense
measures such as inter-subnet router firewalls, authentica-
tion log tracking, and host-based antivirus solutions. Zhang
et al. [14] proposed a DRL-based multi-domain action selec-
tion method for agents to discover more hidden multi-domain
penetration paths. In [15], the author developed an automated
penetration testing framework utilizing DRL to streamline
the process of security vulnerability assessment. This frame-
work aims to emulate attackers to identify the most effective
attack paths within a network topology.

Traditionally, research in this area has focused on single-
agent decision-making. However, with the rise of heteroge-
neous networks by 5G-10T, the landscape has shifted towards
sophisticated attacks involving multiple attacks collaborat-
ing in complex, coordinated efforts. In these environments,
multiple agents interact and learn simultaneously, presenting
challenges that fall within the scope of Multi-Agent DRL
(MADRL) techniques [16-19].

1.1 Challenging issues

In network penetration testing, the complexity of modern
attacks often exceeds the capabilities of a single agent, which
struggles to detect and respond effectively to these collabo-
rative efforts due to its limited perceptual range. Therefore,
analyzing the behavior patterns of multiple attackers-such as
target selection, attack methods, and path planning-becomes
essential. By leveraging the MADRL framework, complex
tasks can be decomposed into sub-tasks, each managed by
individual agents working in cooperation. This approach
enhances efficiency and flexibility, providing more compre-
hensive and targeted security measures. However, designing
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multi-attacker collaborative penetration strategies for 5G-
IoT networks presents significant technical challenges.

1) Collaborative environmental perception: 5G-IoT net-
works are complex, incorporating various custom net-
work protocols, services, diverse operating systems,
configurations, and dynamic network topologies. These
networks typically consist of multiple heterogeneous
agents, each with varying perceptual abilities, compu-
tational resources, and communication capabilities [20,
21]. Effectively integrating environmental information
from these diverse sources poses a major challenge. The
heterogeneity of agents can lead to inconsistent or incom-
plete perceptions of the environment, which complicates
decision-making. Overcoming these challenges requires
sophisticated methods for aggregating and processing
disparate data streams to ensure the collaborative system
can operate with a unified and accurate understanding of
the network environment [22].

2) Environmental information sharing: In multi-agent sys-
tems, timely sharing and updating of environmental infor-
mation are critical for maintaining coordination [23],
especially in adversarial or competitive environments
where delays can be exploited by attackers. Agents oper-
ating in different locations often have access to only
partial information, necessitating a robust exchanging
mechanism to achieve a globally consistent situational
awareness [24]. However, this process is hindered by
potential interaction delays, packet loss, and the lim-
itations imposed by resources [25]. As the number of
agents increases, the demands on real-time performance
and the reliability of information sharing become bottle-
necks, impacting the system’s ability to make swift and
coordinated decisions. Addressing these issues requires
an efficient collaboration framework and protocol.

3) Coordination and consistency: In a collaborative pene-
tration scenario, agents involved possess varying capa-
bilities and characteristics, such as differences in mobil-
ity, stealth, and aggressiveness [26]. These variations
mean that while some agents may prioritize minimiz-
ing penetration time, others might focus on maximiz-
ing the success rate of the penetration. Coordinating
these diverse objectives and ensuring consistency in
group decision-making are significant challenges, which
require a strategic allocation of penetration tasks that
align with each agent’s strengths while satisfying the
overall attack goals [27]. This necessitates advanced
algorithms capable of dynamically adjusting strategies
based on real-time feedback and the evolving conditions
of the network environment, ensuring that all agents oper-
ate cohesively towards a common objective.
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1.2 Contributions and organization

To address the aforementioned constraints and challenges,
this paper proposes a collaborative penetration method based
on the Multi-Agent Deep Deterministic Policy Gradient
(MADDPG) algorithm. In our study, agents refer to the inde-
pendent entities performing penetration testing tasks within
the 5G-IoT network. Each agent is capable of perceiving its
environment, making decisions, and executing specific attack
behaviors. The agents coordinate through the Contract Net
Protocol (CNP), dynamically bidding for tasks and allocating
roles to achieve more efficient task completion. Unlike con-
ventional single-agent path planning, the proposed method

Table 1 Glossary of Technical Terms

can enhance overall penetration path quality through multi-
agent collaboration. The main contributions of this study are
as follows:

e A multi-agent collaboration method integrating CNP is
developed to solve the task allocation problem in pene-
tration testing scenarios. Agents bid for tasks based on
their capabilities, while the primary agent assigns tasks to
the best agents. During task execution, agents can share
real-time local penetration states and attack behaviors,
improving collaboration efficiency;

e A prioritized experience replay (PER) mechanism is
introduced to overcome the limitations of single-agent

Term Definition

5GC (5G Core Network) The central component of the 5G network that handles session
management, mobility management, policy control, and other
functions.

5GC Servers Servers that support the core functions of the 5G core network,

Application Core Zone
Attack Graph (AG)
Boundary Firewall

Contract Net Protocol (CNP)

CVSS (Common Vulnerability Scoring System)
DMZ (Demilitarized Zone)

Importance Sampling Weights (ISW)

Internal Firewall

Multi-Agent Deep Deterministic Policy Gradient (MADDPG)
Next Generation Radio Access Network (NG-RAN)

Penetration Testing
Prioritized Experience Replay (PER)
Session Management Function (SMF)

User Plane Function (UPF)

including session management, user mobility, and traffic routing.

The network segment that connects the application layer through
integrated services such as communication and computing.

A directed graph that models vulnerabilities and possible attack paths
within a system, with directed edges representing state transitions.

A firewall that protects the edge of a network by controlling traffic
between the internal network and external entities.

A task allocation protocol where agents bid for tasks, and the
best-suited agent is selected to execute them based on predefined
criteria.

A standardized system for rating the severity of security vulnerabilities
in software and hardware.

A buffer zone in a network, hosting servers and providing functions
like risk isolation, access control, and monitoring of external traffic.

A method used in MADDPG to adjust the probability of selecting
different experiences, ensuring that more important experiences are
prioritized.

A firewall that protects different segments of the internal network,
controlling traffic between various security zones.

A DRL algorithm used for training agents in a multi-agent system.

The 5G network component that connects user devices to the core
network, providing wireless communication. It replaces 4G’s
eNodeBs with gNodeBs and supports high data rates, low latency,
and massive connectivity for 5G services.

The practice of testing a system for vulnerabilities by simulating
attacks to identify security weaknesses.

A technique in reinforcement learning where experiences that are
more valuable or informative are prioritized during training.

A function in the 5G network responsible for tunnel maintenance, IP
address allocation, and user plane selection.

A function in the 5G network that handles routing forwarding, policy
enforcement, and traffic reporting.
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observation, and a global experience pool is constructed
to store the interaction experience trajectories of all
agents, with each sample assigned different priorities
based on experience quality and rarity. High-quality and
rare samples are prioritized during training, accelerating
policy convergence and improving the stability of path
generation;

e Multi-agent penetration path planning experiments and
ablation studies under different relationship settings are
designed. Extensive simulation results show that the pro-
posed scheme outperforms mainstream DRL baseline
methods in terms of environmental adaptability, pene-
tration efficiency, decision stability, and task completion
rate.

The remainder of this paper is organized as follows: The
5G-IoT system model and problem formulation are intro-
duced in Section 2. Section 3 presents the MADDPG-based
collaborative penetration approach. We explain the exper-
imental preparation in Section 4 and analyze results in
Section 5. Section 6 summarizes the work and plans follow-
up research. Table 1 summarizes the main technical terms

used.

Attacker

GW 1

Fig.1 5G-IoT network topology
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2 System model
2.1 Network scenarios

Consider a multi-attacker collaborative penetration scenario
for a 5G-IoT network, shown in Fig. 1, which includes the
Demilitarized Zone (DMZ), Next Generation Radio Access
Network (NG-RAN) [28], 5G core network (5GC) [29], and
application core zone. These areas encompass multiple roles
such as attackers, hosts, servers, firewalls, SGC network ele-
ments [30], and 5GC servers. Firewalls are categorized as
boundary (Firewall 1) and internal firewalls (Firewalls 2, 3).
They divide different interfaces into distinct security zones.

The DMZ constitutes a buffer area for deploying servers
and serving functions such as risk isolation, access control,
server isolation, and external access. All traffic entering and
exiting the internal network must pass through the DMZ,
facilitating traffic inspection, filtering, and monitoring to pre-
vent unauthorized access. The DMZ hosts web servers, file
servers, etc., to provide services to the outside. These are
isolated from other servers in the internal network. Only
legitimate external users can access the public services in
this zone.

Router 2 Router 3 ]M
_ @ ______ Q ______ i Machine-type

Device
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Device
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Table 2 Vulnerabilities in a 5G-IoT Network

Zone CVEID Score CVE Description Published Date
DMZ CVE-2021-34631 8.8 Plugin is vulnerable to cross-site 08/05/2021
5G Core CVE-2020-9090 7.8 Insecure search path vulnerability 03/15/2020
NG-RAN CVE-2018-8652 54 A cross-site scripting (XSS) vulnerability exists 11/12/2018
Application Core Zone CVE-2021-33636 8.4 The attacker can execute arbitrary code 10/29/2023

NG-RAN and 5GC are key components of the 5G-1oT net-
work, responsible for wireless communication with terminal
devices and processing wireless protocols. SGC is the 5G
core network, handling session management, mobility man-
agement, policy control, and other functions. The Access
and Mobility Management Function (AMF) performs regis-
tration, connection, and mobility management and provides
a transmission channel for session management messages.
The Session Management Function (SMF) is responsible for
tunnel maintenance, IP address allocation and management,
user plane selection, etc. The User Plane Function (UPF)
handles routing forwarding, policy implementation, traffic
reporting, and other functions.

The application core zone includes both wired and wire-
less control sites. The former connects to the application layer
through Gateway 4, providing integrated services such as
communication and computing, while the latter connects to
mobile devices via Gateway 5, offering virtual services.

The vulnerabilities used are sourced from the National
Vulnerability Database (NVD). As shown in Table 2, we
selected vulnerabilities from various network zones within
a 5G-I1oT environment, including DMZ, 5G Core, NG-RAN,
and Application Core Zone. The selected vulnerabilities vary
in severity, ranging from medium to high, based on their
Common Vulnerability Scoring System (CVSS) scores, with
values ranging from 5.4 to 8.8. These vulnerabilities cover a
range of attack vectors, including cross-site scripting (XSS)
and arbitrary code execution, which are relevant to real-world
penetration testing scenarios. We assess the data quality by
considering both the severity and difficulty of exploitation.
The CVSS score, as shown in Table 2, indicates the vulner-
ability’s severity, with higher scores indicating more critical
vulnerabilities that are easier to exploit. For example, vulner-
abilities like CVE-2021-34631 (CVSS score 8.8) represent
high-risk scenarios.

2.2 Attack graph model

Based on the experimental network topology and the col-
lected host vulnerability information, the AG was generated
using the automated tool MulVAL!.An Attack Graph (AG)
is a directed graph, typically represented using an adjacency

1 https://www.arguslab.org/software/mulval.html

matrix, that models the relationships between various vulner-
abilities in a network. We extracted a portion of the AG from a
5G-IoT scenario for illustrative purposes, specifically focus-
ing on the DMZ and application core areas. In this graph,
directed edges (state transitions) are annotated with CVSS
scores, which represent the severity of each vulnerability.
The CVSS score correlates with the potential attack benefit,
where higher scores indicate greater rewards for successful
exploitation. This integration helps simulate the effectiveness
of agents’ strategies in selecting high-value targets. It allows
us to quantify the impact of different vulnerabilities on task
outcomes and overall agent performance.

The AG in Fig. 2 contains different state nodes, each
representing a host state within the network. Node S repre-
sents the initial state, and the node labeled Target represents
the goal state. The directed edges in the AG signify state
transitions from one host state to another, with each edge
annotated with the corresponding vulnerability score. These
scores reflect the security risk level of transitioning from one
host state to another. High scores indicate significant poten-
tial threats and a higher likelihood of the vulnerability being
exploited by an attacker. Each state transition signifies that
the attacker has successfully gained control over that partic-
ular node.

In the adjacency matrix, the number of states in the AG
determines the matrix’s dimensions. In contrast, the scores on
the edges represent the values of the corresponding elements
in the matrix. For example, when the attacker transitions from
state nodes Ss to Sg, it indicates that the attacker exploited a
vulnerability with a score of 8.8 on the host to complete this
state transition.

2.3 Problem formulation

The optimal penetration path aims to find a path with maxi-
mum attack gain between the initial and target nodes in the
AG model. The main indicators for measuring attack gain
include:

e Vulnerability Score: Vulnerability scores are assessed
based on the vulnerability’s exploitability, impact, and
scope. The score reflects the ease with which a vulner-
ability can be exploited, with higher scores indicating

@ Springer


https://www.arguslab.org/software/mulval.html

113 Page60f20

Peer-to-Peer Networking and Applications (2025) 18:113

Onitial State  (QTarget State () Transient State

Fig.2 Attack graph for local scenarios

more effortless exploitation and lower attack difficulty.
Attackers often prioritize paths with high vulnerability
scores to ensure a high probability of successful attacks.

e Attack Duration: Attackers must complete the penetra-
tion within a specific time frame; otherwise, defenders
may detect attacks and take remedial measures. When
determining the optimal penetration path, attackers need
to consider the attack time window, aiming to complete
the attack relatively quickly to reduce the risk of detection
and prevention.

The path between the initial node, Ng, and the target, Np,
in the AG is denoted as Ps p, which consists of a sequence
of state nodes s1, ..., $,, satisfying two conditions: 1) Vi, 1 <
i < N, (si,si+1) € E; 2) each node only acts once in the
path. Let Psl’ p and Pé" p(k > 1) be the paths obtained for
the first and the k-th time, respectively, and LIS, p and L/bi’ D
be the path lengths obtained for the first and the k-th time.

Let 0-1 variable z;, ; denote whether an attacker transitions
from state s; to state s;.

1, attacker moves from s; to s n
zi i = _
" 0, otherwise.

The length of an attack path for a penetration task is rep-
resented as

Lsp = Z Zij- 2

(si,s;)€EE

The vulnerability score on an edge form s; to s; is denoted
as fi(e;, ;). The attack cost for an attacker to transition from
state s; to state s; is represented as f>(z;, j), which is used to
balance the attack duration and vulnerability score, prevent-
ing the system from falling into an infinite loop. f2(z; ;) is
with the following properties:

@ Springer

e For each state transition, there is a unique f>(z;, ;) corre-
sponding to it;

e When L g D= L’gy p- the attack cost is not considered;

o When L ;, < LY |, Lk y represents the partial path
length in PSIfD, and LIE’X = Lg_D, with Ny = sp,.

For each subsequent state transition in PSK p starting from
sm, the attack cost is defined as

A
foam ) =d;; (3)
Let v represent the attack cost exponent, calculated as

InH

— . 4
o1l “

v = exp(

where E™* represents the total number of directed edges in
the current AG, and H represents the maximum value of the
vulnerability score.

The penetration path obtained for the first time is repre-
sented as P;’D. If L}S‘,D > Llfv,D’ we have f>(z; ;) = 0.
Each time the attacker successfully penetrates a node s, and
a state transition occurs, i.e., z; j; = 1, they gain the vul-
nerability score d; ; marked on the directed edge e; ; as an
attack gain. When L IS p < L]g’ p and the attacker continues
to launch penetration attacks, both fi(e; ;) and f2(z; ;) need
to be considered. Accordingly, the attack gain for the k-th
penetration path is defined as

A
8k =
Z f](e,',j) 'Zi,j,ifLé’D > L§D
@i, ))EE
®)]
Z fileij) - zij — Z f2(zij) - zijs
(S,',Sj)EE (Sl',Sj)EE
otherwise.
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The optimal strategy for a penetration task is to find a path,
Pé‘_y p» in the AG that maximizes the attack gain given Psly D
formulated as P1.

Pl:mkaxgk=x Z Sfieij) - zij

PS‘D (S,',Sj)EE
+U-0 | D dijzi— Y, PG
(si,5;)€EE (si,8;)€E
B L,Lsp > LEp ;
- 1 K ( a)
0,Lsp <Lgp
s.t. N k .
Z'—1 zij=1Vs; € PspNi#n
N (6b)

N k .
Z'—lzi’j = 1,v5j S PS,D ﬁ] # 1

In Constraint Eq. 6a, 0-1 variable x determines the attack
benefit expression according to the value under different con-
ditions. Constraint Eq. 6b ensures that the path obtained the
first time satisfies: 1) except for the destination state node,
the out-degree of each state node is 1; 2) except for the initial
state node, the in-degree of the remaining state nodes is 1.

When facing a large-scale complex network scenario,
a single penetration path may not fully expose the sys-
tem’s security vulnerabilities and weak points. Constructing
multiple penetration paths helps to comprehensively detect
potential risks at various levels, thereby improving defense
strategies. Extending from Problem P1, the optimal multi-
path collaborative penetration problem is modeled as

P2 3 Eqgs. 6a and 6b
.Il%a;g : Zk:2 gk, s.t. Egs. 6a an

to maximize the aggregated attack path gain while satisfying

path constraints.

3 Proposed method

Complex decision-making relies on multiple agents learn-
ing and processing different tasks simultaneously. However,
increasing the number of agents poses challenges to man-
aging their interactions. To address this, coordination and
balance are introduced to regulate multi-agent collabora-
tion. Before algorithm design, we analyze the characteristics
of different MADRL architectures [31] and then select a
suitable base model for 5G-IoT penetration testing. Subse-
quently, key components of this model are optimized to form
an efficient collaborative multi-agent system.

MADRL architectures can be categorized into three types:

e Centralized training and decision-making (Scheme 1):
All agents share information during both training and
decision-making, which aligns with a cooperative game
framework. The agents work together towards a shared
goal, with the central controller coordinating their actions.
The challenge in this setup is the exponential growth
in computational complexity as the number of agents
increases. From a game-theoretic point of view, this can
be seen as a cooperative game [32, 33] with full informa-
tion, where the players (agents) are trying to reach a Nash
equilibrium [34] that maximizes their collective benefit.
However, as the network grows, the equilibrium becomes
hard to compute, and the solution becomes computation-
ally expensive.

e Decentralized training and decision-making (Scheme 2):
Each agent acts independently, making decisions based
solely on local observations. This setup aligns more
closely with non-cooperative games, where agents must
decide on actions without considering the global state or
the actions of other agents. Each agent might try to max-
imize utility, leading to suboptimal outcomes (a Pareto
inefficient Nash equilibrium) because the lack of coor-
dination could prevent the agents from reaching a more
optimal collective state.

o Centralized training and decentralized decision-making
(Scheme 3): This scheme combines the benefits of cen-
tralized training (to learn coordinated strategies) with
decentralized execution (to allow independent action dur-
ing real-time task execution), which can be seen as a
cooperative game during training and a non-cooperative
game during execution.

Table 3 summarizes the advantages and disadvantages of
different categories. Under Scheme 1, as the number of agents
increases, the network topology space and the dimensional-
ity of penetration actions grow exponentially, directly leading
to a significant increase in computational complexity. Mean-
while, all agents must update their policy functions, which
is unsuitable for dynamic network environments. Under
Scheme 2, each agent makes decisions autonomously and
independently of others. Agents do not share information and
make decisions entirely based on local observations. Such
uncoordinated behavior may lead to suboptimal penetration
attack strategies.

Collaborations should consider: 1) Penetration path plan-
ning requires highly coordinated actions among multiple
agents, thus necessitating the use of global information dur-
ing training to learn how to coordinate; 2) Penetration tasks

@ Springer
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Table 3 Vulnerability Information

Scheme Architecture

Training Decision-making

1 Centralized training - centralized decision-making

Decentralized training - decentralized decision-making

Centralized training - decentralized decision-making

Communication required Communication required

No communication No communication

Communication required No communication

require agents to maintain stealth and decentralized execu-
tion can reduce communication burden, lowering the risk
of detection and better simulating attack behavior; 3) Dur-
ing the execution phase, attackers need to make quick attack
decisions based on real-time information, and decentralized
execution allows for diversity in attacker behavior. From the
above analysis, Scheme 3, i.e., centralized training - decen-
tralized decision-making, is more suitable for the scenario
under study.

Under Scheme 3 corresponding to Fig. 3, the training of
all agents is centrally scheduled by a controller. Each agent’s
global AG state transition information or penetration actions
are shared during training. This sharing enables agents to
learn effective strategies, accelerating their training process.
However, during the execution phase, each agent is decen-
tralized and does not depend on the central controller. In
this phase, each agent independently makes local penetration
actions based on observations without knowing the actions
or states of other agents. This decentralization helps improve
the robustness and scalability of penetration testing.

3.1 Multi-agent collaboration

Following the centralized training and decentralized exe-
cution architecture, this subsection designs a multi-Agent-
collaborative penetration.

Consider a scenario where M agents jointly initiate pen-
etration. The policy parameters of agent i are represented as
0;. Agent i corresponds to a policy network 7 (0;, 6;) and a
value network Q(s, a). The policy network is deterministic,
meaning that for the observed local network topology state
0;, the output penetration action a; = m(0;, 6;) is determinis-
tic. The centralized value network takes as input the current
global system state s = [o1, 02, ..., 0p] and the penetra-
tion actions of all agents a = [ay, - - - , ap], outputting the
quality of executing penetration actions in the current state.

The collaborative penetration based on MADDPG uses
the following information during training: the current record
in the experience replay pool, all M policy networks, and
the i-th value network. As shown in Fig. 4, all agents share a
centralized value network (critic-network). This network can

[ Decentralized Execution \

a
z(o, 61) — @
)
|
| Local Env 1
| ()
r2 ’ 02 |

o S QG

Local Env 2

M’OM

Centralized Training \
I
(I
Central Controller |
I
Agentl |
'. ) |
\Z. Global |
O Policy |
4
I
Agent2 |
I
I
<|
I
pram—
lobal Information Agent M |
|
/

Fig.3 Joint architecture of centralized training and decentralized execution
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Agent 1
7(0,,6,)
Online Actor
i Update
l Target Actor
\ A
Experience Replay
Buffer
D(s,a,r,s")

Online Critic

Mini-batch .
(Si’ai’riﬂsi )

Target Critic

Fig.4 MADDPG training and execution process

guide each agent’s policy network (actor-network) during
model training, while during execution, each agent’s actor-
network operates completely independently [35, 36].

The central controller trains and deploys all attackers’
policy and value networks for multi-attacker-collaborative
penetration. During the training phase, each attacker’s pol-
icy network is deployed on the central controller, executing
actions according to the controller’s instructions. Meanwhile,
the value network is used to evaluate the quality of each
action. After training is completed, the value network is no
longer needed for judgment, and only the policy network is
required for decision-making, which is then deployed to the
corresponding agent. During penetration, attacker i makes
attack behavior decisions independently using the policy
network deployed locally based on their local observations
without instructions from the central controller.

For deterministic policies, the centralized action-value
function can be updated according to the following loss func-
tion

L) = Egars[(QF (s, a1, ,ap) — y)*1,

7
y=ri+yQi(, aj,--- ™

@yl =0,
M aj—nj(oj)

where 6; represents the parameters of the policy network
for agent i and w = (nél, e ,rréM) is the set consisting
of M continuous target policies used in updating the value

lUpdate —_—

Agent 2 Agent M
7(0,,6,) 7(0,,,6,,)
Online Actor Online Actor
i Update lUpdate
Target Actor Target Actor

Online Critic

l Update

Target Critic

Online Critic
l Update

Target Critic

——

function. y denotes the target value, defined as

y:ri—{-yQ?(S/,ai"" ,a;M)|a}:n}(()j) (8)

where r; is the reward received by agent i and y is the dis-
count factor. The parameters 6; of the policy network are
then updated using gradient ascent based on the calculated
loss, which ensures that the policy is adjusted to maximize
the expected reward. The value network is updated similarly
using the critic network. The updates are performed after
each training iteration by minimizing the mean squared error
between the predicted and target values calculated using the
current policy. This process is repeated for multiple episodes,
allowing the policy and value networks to learn from the
accumulated experiences in the experience replay buffer. A
mini-batch approach for sampling experiences helps stabilize
the updates and ensures efficient learning. The procedure of
MADDPG training for collaborative penetration is shown in
Algorithm 1.

3.2 CNP-based task allocation

In the proposed framework, the central controller is respon-
sible for grasping global information and formulating overall
strategies. Such a controller can be viewed as a primary agent
whose value network must accept all sub-agents’ state obser-
vations and actions and make a global value assessment of
the entire environment’s state.
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Algorithm 1 Training Algorithm for Collaborative Pen-
etration.
Input: Current network environment parameters and the
corresponding AG
Qutput: Optimal policy 7 for the current network environment

agent, fitting well within the hierarchical structure of our
proposed method.

CNP’s agent roles include primary attackers (as cen-
tral controllers) and collaborative attackers, simulating a
distributed task bidding and allocation process, allowing

1 Initialize actor and critic networks for each agent; . R .
2 for episode — 1 10 MAX_EPISODES do dynamic selection of the most suitable executor to complete
3 Initialize a random process o for action exploration; tasks. Figure 5 illustrates the task allocation process of this
4 for training round k < 110 K do algorithm, which consists of the following stages:
5 for agent i do
6 a; < m(o;, ;) + oy according to the policy
network; L. . .
; @ < [ay. - . ay]. observe reward r and new state s'; @ Task publishing and. bidding: "1The primary attacl.<er
3 Store (s, a, r, s') in experience replay pool D; broadcasts the penetration task details to all collaborative
9 Randomly sample from D; attackers. Each agent submits a bid based on its capabili-
10 for agent i do ties (e.g., resources, expertise) and the task requirements,
11 Centralized training of critic network; . . . . . .
. outlining their approach, estimated time, and potential
12 Train actor network; . X .
13 Update target actor and critic networks; risks. For example, an agent with firewall expertise may
L - highlight its success rate in bypassing firewall defenses.
14 return 7 @ Winning bid and contract signing: The primary attacker
evaluates bids based on criteria such as vulnerability
scores, system risks, time costs, and resources. The most
suitable agent is selected, and a contract is signed spec-
ifying execution details and rewards. For example, the
The CNP, in combination with MADDPG, solves the contract may specify success criteria and the reward for
problems of penetration task allocation and attack action exploiting a router’s vulnerability.
execution in distributed systems. In this context, a task ® Task execution: The selected collaborative attacker
refers to a penetration testing action that needs to be per- begins executing the task by planning the penetration
formed by an agent in a network. The goal of using CNP strategy, adjusting tactics to maximize efficiency and
is its well-established ability to efficiently allocate tasks in ensure the task’s success. Other agents continue to bid
a decentralized manner while maintaining a high level of on subsequent tasks. For example, while one agent exe-
coordination among agents. Our multi-agent system employs cutes the attack, others may prepare for follow-up actions
CNP to assign tasks based on agent capabilities and environ- like data exfiltration.
mental conditions. The bidding mechanism of CNP allows @ Task completion and result feedback: Once the task
agents to express their willingness and ability to perform is completed, the collaborative attacker submits results
tasks, ensuring that tasks are allocated to the most suitable to the primary attacker for verification. If successful, the
A
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Fig.5 CNP-based task allocation process

@ Springer



Peer-to-Peer Networking and Applications (2025) 18:113

Page110f20 113

reward is issued; if not, penalties are applied. For exam-
ple, if a vulnerability is exploited and access gained, the
task is completed, and the reward is provided.

Relying on MADDPG, the primary attacker can output
penetration task descriptions through the policy network as
input to CNP. All agents can participate in bidding, and the
winning agent can execute the corresponding policy net-
work for penetration behavior selection based on the bidding
results. This explicit division of labor improves overall col-
laboration efficiency and enhances the system’s flexibility
and scalability. The procedure of CNP task allocation is sum-
mafiredGNA kgarithonitation cost includes task announce-
ment, bidding, and task allocation. In the task announcement
phase, the central controller broadcasts tasks to all agents,
resulting in a communication cost of O (M), where M is the
number of agents. During the bidding phase, each agent eval-
uates the task and sends back a bid, incurring another O (M)
communication cost. The task allocation phase involves the
central controller assigning the task to the winning agent,
which has a communication cost of O(1). As the task com-
plexity increases, the number of bidding rounds (k) may
grow, leading to a total communication cost of approximately
O(k x M), where k depends on the task’s complexity and
the dynamic environment. Accordingly, for a given task, the
communication cost can be defined as

C 2 N + kN + N0, 6%) 9)

where w1 is a constant representing the communication
overhead per agent (task announcement and basic commu-
nication), i, is a constant representing the communication
overhead per bidding round (inter-agent communication for
bidding). A(0, o) represents the random noise and sim-
ulates the communication fluctuations that may occur in
reality, such as network delays or other uncertain factors.
The value of Eq. 9 scales linearly with the number of agents
and bidding rounds.

The CNP provides a standardized primary-secondary
interaction framework for MADDPG. Combining CNP and
MADDPG can optimize agents’ path planning and task col-
laboration in penetration testing. Specifically, this protocol
subdivides penetration tasks and then assigns subtasks to dif-
ferent individuals according to each agent’s self-matching
degree. This task allocation method can fully leverage the
expertise of each agent, improving penetration efficiency.
The communication mechanism among agents in CNP can
help coordinate agent behaviors, avoiding conflicts and
resource waste. For example, when an agent successfully
penetrates a node, it notifies other agents to avoid that node
and concentrate resources on new targets.

Algorithm 2 CNP-based Task Allocation Algorithm.

Input: Network environment parameters and the corresponding
AG
Output: Value assessment Q7 of the current subtask
1 Initialize actor and critic networks for each agent;
2 for episode < 1 to MAX_EPISODES do

3 Initialize a task list task_list;
4 while k = 1 10 K and task_list # NULL do
5 Broadcast task and its description, set bidding
deadline;
6 Wait to receive bids from collaborative attackers;
7 bid_list < bid;
8 At the bidding deadline, Select collaborative attacker i
with the highest score;
9 Assign the task to collaborative attacker i and notify
all attackers of the result;
10 Remove assigned task from task_list;
11 Feedback results to the primary attacker, obtain value
assessment;
12 Continue bidding for the next task;

p—

3 return Value assessment set Q (s, a);

3.3 PER mechanism

In the MADDPG algorithm, the experience replay pool can
break the temporal correlation of samples, improving the
independence and efficiency of sample utilization. This sec-
tion implements the Prioritized Experience Replay (PER)
mechanism to improve the efficiency of penetration path
strategy generation by extracting samples with more learning
value. By assigning different importance weights to experi-
ence samples to guide sample extraction, a prioritized replay
can help agents learn efficiently.

Our approach identifies high-quality samples using the
Temporal Difference (TD) error, which measures the discrep-
ancy between the predicted rewards and the actual outcomes.
In the prioritized experience replay algorithm, TD typi-
cally assigns weights to experience samples to learn more
frequently from important (i.e., with significant errors) expe-
riences. The following will introduce the calculation for TD
and priority.

Suppose an agent chooses a penetration action a; in state
sz, receives a reward r;41, and the state transitions to S;41.
The TD error can be represented as

O =11+ ijlXQ(StH, a) — Q(sy, ar). (10)

In Eq. 10, y is a discount factor, determining the impor-
tance of future rewards relative to immediate rewards;
Q(sy, ay) is the current value function estimate for the attack
action; max, Q(s;+1,a) is the estimate of the maximum
return for the next state transition.

Priority calculation is the absolute value of TD plus a
small positive constant to avoid zero priority. Samples with
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larger weights have a higher probability of being selected for
learning. The priority weight p; can be expressed as

pr =181 +e. (11)

¢ is a small positive integer, so each experience sample has
a certain probability of being selected.

In PER, priority weights are used to change the proba-
bility of sample extraction. Typically, priority weights are
proportional to the magnitude of TD, meaning samples with
larger errors are considered to have higher learning value
and are given higher priority. This leads to frequent extrac-
tion of high-priority samples during training. To address this,
Importance Sampling Weights (ISW) are introduced, which,
together with priority weights, adjust prioritized experience
replay to compensate for model bias caused by priority sam-
pling.

ISW is inversely proportional to priority. That is, if a sam-
ple has a very high priority, its probability of being selected
is large, but to avoid this sample having too much influence
on the learning process, its ISW should be relatively small.
Conversely, if a sample has a lower priority, its probability of
being selected is small, and its ISW should be more signifi-
cant to ensure that when this sample is chosen occasionally,
it can make a sufficient contribution to the learning process.

Before calculating ISW, the sampling probability of each
experience is represented as
ri

P | =
© 2Py

12)

where o is a hyperparameter in prioritized replay used to
adjust the impact of priority, determining how the priority of
experience affects the sampling probability. When o = 0,
sampling becomes random mode. The ISW of a sampled
experience sample i is calculated as

1 B
o= (77w -

where Y represents the total number of experiences in the
replay pool, and B is another hyperparameter controlling the
weight’s influence, usually gradually increasing to 1 over
time.

To limit the influence of weights on learning, ISW is nor-
malized within a batch, i.e., each weight is divided by the
maximum of all weights in the batch. This normalization
ensures that even in the case of non-uniform sampling. ISW
adjusts the loss function, thereby updating network param-
eters through backpropagation. This method balances the
contribution of each sample to the gradient based on the prob-
ability of the sample being extracted, reducing the estimation
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bias introduced by priority sampling and helping to stabilize
learning.

The PER implementation details are summarized as Algo-
rithm 3, in which rare samples are experiences that occur
infrequently within the training dataset. These samples are
valuable because they represent unique states or transitions
that the agent may not encounter often, helping to improve the
agent’s generalization capabilities across diverse scenarios.
The rarity of samples can influence their priority in the expe-
rience replay buffer. Rare samples may be assigned higher
priority due to their unique contribution to the agent’s learn-
ing. As a result, when these rare samples are selected more
frequently during training, their ISW is calculated to bal-
ance their influence on the learning process, which ensures
the model learns effectively from common and rare samples,
maintaining a robust learning trajectory. Note that when the
experience replay buffer is at capacity, outdated experiences
must be discarded promptly. Another is that the initial values
and subsequent updates of hyperparameters affect the algo-
rithm’s sampling probability distribution density and control
weights.

Algorithm 3 Prioritized Experience Replay Algorithm.

Input: Current policy and experience replay memory

Output: Optimal policy 7 for the current network environment
1 for episode < 1 to MAX_EPISODES do

2 Each agent selects an action a; based on the current policy;
3 Execute joint action a, observe reward r and new state s’;
4 Calculate TD error § and store (s, a, r, s’, §) in PER;

5 if PER is sufficiently large then
6
7
8

for training iteration k = 1 to K do
Calculate priority p; for experience sample i;
Sample a batch B from PER based on priorities
Dis
9 Calculate loss;

10 Compute w; for sample i;

11 Adjust loss using ISW and perform gradient
descent to update agent parameters;

12 Update Critic and Actor networks;

13 Update TD errors and priorities of samples in
PER;

4 return 7

[y

In a multi-agent penetration testing system, each agent
has specific tasks and objectives. Its individual utility refers
to the total reward an agent receives from completing these
tasks. In a cooperative system, agents’ individual utilities
must align with the global objective, such as successfully
penetrating a target network. While collaboration is neces-
sary for success, agents may still have personal incentives,
which could conflict with the collective goal. Balancing these
personal goals with team coordination is key to efficient sys-
tem performance. To address this, CNP is used to ensure
agents bid for tasks based on both their capabilities and indi-
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vidual incentives, promoting collaboration while accounting
for personal rewards. Additionally, the integration of PER
encourages agents to explore and learn strategies that bal-
ance individual utility and global outcomes, optimizing both
agent performance and overall task success.

4 Experimental preparation

In our experiments, we use a series of simulation settings
designed to evaluate the performance of the proposed method
and compare it with several baseline methods. The primary
goal is to assess the efficiency of multi-agent collaboration in
path penetration tasks, focusing on task completion, reward
accumulation, and system stability under different relation-
ship settings:

e Cooperative: Agents share information and coordinate
actions to maximize the system’s performance. Each
agent’s success is aligned with the group’s success, and
collaboration is encouraged to achieve the best outcome
for all involved.

e Egoistic: Agents focus on maximizing their rewards
without regard for the impact of their actions on the other
agents. There is no cooperation, and each agent acts inde-
pendently, often at the expense of others.

4.1 Simulation setup

The simulation involves a multi-agent system where each
agent completes penetration paths in a 5G-IoT network.
Agents collaborate and share real-time states during the task
execution phase, allowing for dynamic bidding for tasks and
role allocation using the CNP. The simulation environment
is constructed to test the agents’ ability to adapt to network
changes and varying levels of cooperation. The communica-
tion channels are assumed to support bid submissions, task
allocation, and real-time information sharing. These channels
are capable of transmitting task details, updates on execution
status, and feedback on task completion in real-time. The
network is designed to handle these interactions efficiently,
ensuring that agents can share local penetration states and
attack behaviors without significant delay

The number of agents, N, ranges from 2 to 10, with the
number of bidding rounds, k, varying between 1 and 5. Addi-
tionally, the base communication overhead, (1, per agent is
setto 10, with the cost per bidding round, x>, setto 5. Random
noise is introduced to model environmental variability, simu-
lating real-world network conditions. The detailed parameter
settings are given in Table 4.

Table 4 Simulation Settings

Parameter Value
Number of agents (N) [2, 10]
Number of bidding rounds (k) [1, 5]
Base communication overhead (ut1) 0.6
Cost per bidding round (i) 5
Discount factor (y) 0.9
Priority weight (p;) 0.01
Priority adjustment (o) 0.1

4.2 Baseline methods

For comprehensive and intuitive comparison, representative
baseline methods are selected/developed, including:

e Baseline-1: MADDPG under egoistic relationship set-
ting, where each agent independently seeks to maximize
its interests without considering the impact of other
agents’ actions on the overall system performance. This
setting models a scenario where agents act selfishly,
focusing solely on their rewards.

e Baseline-2: MADDPG under competitive relationship
setting, where each agent focuses on maximizing rewards,
and agents are in a completely adversarial relationship.
During execution, agents hinder each other from achiev-
ing their goals;

e Baseline-3: Advantage Actor-Critic (A2C) method [37]
under a cooperative relationship setting. A2C is a well-
known Actor-Critic method that does not incorporate an
experience replay mechanism, thus serving as a baseline
for comparison with DRL methods that use experience
replay.

e Baseline-4: MADDPG without CNP and PER, which
helps assess their impact on the overall performance.

e Baseline-5: MADDPG incorporating CNP to examine
the effectiveness of introducing the CNP for task coordi-
nation and agent collaboration during training.

e Baseline-6: MADDPG with PER [38], to evaluate the
impact of Prioritized Experience Replay, which prior-
itizes experiences with higher learning value, on the
learning efficiency and final performance of the agents.

4.3 Hyperparameters settings
The hyperparameters y, ¢, and « as defined in Egs. 8, 11,

and 12 are set to 0.9, 0.01, and 0.1, respectively. These val-
ues are chosen to balance the trade-off between exploration
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and exploitation, as well as to control the learning rate, ensur-
ing stable and efficient training across different experimental
settings. Specifically, y represents the discount factor, which
determines how much future rewards are valued relative to
immediate rewards. A value of y = 0.9 means that the agent
places moderate importance on long-term rewards while still
considering short-term benefits. In Eq. 11, the priority weight
p: is calculated as the absolute value of the TD error &;
plus a small constant ¢ (set to 0.01) to prevent zero priority.
This ensures that every experience sample has a non-zero
probability of being selected for training, which helps avoid
neglecting valuable experiences with small or zero TD errors.
Lastly, o in Eq. 12 adjusts the impact of priority on the sam-
pling probability in prioritized experience replay. By setting
a = 0.1, the priority’s influence is moderated, preventing
overly biased sampling towards highly prioritized experi-
ences and encouraging a more balanced exploration of the
experience pool.

4.4 Quantitative metrics

To evaluate the performance of the proposed method, we use
the following key metrics:

e Average Reward: Measures the cumulative reward
agents achieve over time, indicating the system’s effec-
tiveness in completing penetration tasks.

e Task Completion Rate: The percentage of completed
tasks, reflecting agents’ efficiency in achieving objec-
tives.

e Failure Rate: Tracks the rate of task failures, with lower
failure rates indicating better collaboration and coordi-
nation among agents.

o Attack Benefit: Quantifies the value of penetration paths,
considering both quality and length, with higher val-
ues indicating more successful exploitation of network
resources.
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(a) Reward for different methods

Fig.6 Rewards and probability density distribution
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e Communication Cost: Assesses task allocation and
coordination overhead, with lower costs suggesting effi-
cient use of CNP.

5 Result analysis

This section examines the performance of the proposed
approach under different relationships (including coopera-
tive, competitive, and egoistic). Additionally, ablation exper-
iments are designed to analyze the impact of each strategy
on overall performance.

5.1 Impact of cooperation modes

In penetration testing scenarios, agents share the goal of
successfully penetrating target hosts and gaining privileges.
Therefore, the previously proposed MPDRL penetration path
planning method assumes a cooperative relationship. This
subsection sets up comparative experiments for MADRL
applied to penetration path planning under competitive
and egoistic relationship settings and compares it with the
A2C method under another cooperative relationship setting.
In a competitive relationship setting, agents compete for
resources in the environment. For example, once agent i suc-
cessfully penetrates a jump host, other agents will no longer
attack that host. In the egoistic relationship setting, each agent
tries to maximize its cumulative reward, while the agent’s
actions change the environment state, benefiting or harming
other agents.

We first examine the impact of training iterations on
average reward. As shown in Fig. 6(a), the average reward
value under the cooperative relationship setting shows a
slow growth trend. With the increase in training iterations,
the policy learning process tends to stabilize. The rewards
fluctuate within a small range of positive values. After incor-
porating CNP and PER, the main agent and sub-agents can
perform efficient task allocation and delivery operations. At
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the same time, the model can prioritize learning experiences
that are critical to accelerating the learning process. There-
fore, the proposed method achieves a higher average reward
than A2C. The multi-agent system under the egoistic rela-
tionship shows a specific growth trend in rewards, but this
growth is at a low level and unstable. The rewards under the
competitive relationship fluctuate considerably and converge
unstably. Figure 6(b) shows the distribution of the four meth-
ods’ reward value probability density. The proposed method
can learn stable strategies. Its distribution is shifted to the
right, meaning the rewards are high.

Figure 7 shows the task failure rates and their probability
density distributions under three relationship settings. The
results under cooperative and egoistic relationship settings
show a slow downward trend as training iterations increase.
Under the cooperative relationship setting, the task failure
rates of the proposed method and Baseline-3 are generally
low, confirming the collaboration mechanism’s effectiveness
in handling complex penetration tasks. Agents under coop-
erative relationships can share information and learn coordi-
nated strategies, thereby learning and formulating adaptive
penetration paths. Under the competitive relationship, sig-
nificant fluctuations in failure rates are observed, caused by
resource contention behavior among agents. In this relation-
ship, agents tend to compete to maximize individual benefits,
leading to unreasonable allocation of system resources. Con-
sequently, in some cases, the agents’ behaviors conflict,
preventing the penetration strategy from converging to the
overall optimum.

From the above analysis, cooperation among agents
should be encouraged rather than pure self-interest or com-
petition when designing multi-agent systems to address
network penetration. Promoting agent collaboration can
improve the system’s adaptability and robustness and reduce
failure rates. During task execution, agents can share real-
time local penetration states and attack behavior information.
This sharing occurs regularly whenever significant changes
happen in the local environment or upon the completion
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of specific actions, allowing agents to maintain an updated
understanding of the overall network situation and adapt their
strategies accordingly.

Figure 8 reflects the attack benefit values correspond-
ing to penetration paths generated by multi-agent systems
under three relationship settings at different penetration path
lengths. The penetration paths generated by the proposed
method and baseline method three under the cooperative
relationship setting have higher attack benefit values. In con-
trast, the penetration paths generated by baseline-1 and -2
under the other two relationship settings have lower refer-
ence values. This excellent performance is due to two aspects.
Cooperative relationships facilitate information sharing and
strategy coordination, enabling agents to discover valuable
attack targets and paths. On the other hand, centralized train-
ing using global information helps comprehensively evaluate
and optimize path quality. Distributed execution is suitable
for handling large-scale and complex network topologies. In
contrast, multi-agent systems under competitive and egoistic
relationship settings find it difficult to discover hidden high-
value targets due to a lack of cooperation and information
sharing. Thus, the attack benefits of generated penetration
paths are generally low, and their reference value is relatively
limited.
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4.5

Fig.9 CNP communication costs in multi-agent systems

To evaluate CNP communication costs in multi-agent
systems, we designed a theoretical model and introduced
random noise to simulate the variability observed in real-
world environments. The number of agents N ranges from
2 to 10, while the number of bidding rounds k ranges from
1 to 5. Each agent’s base communication cost is set to 10,
and the communication cost per bidding round is set to 5.
N (0, o%) represents random noise drawn from a normal dis-
tribution with a mean of 0 and a standard deviation of 5. From
Fig. 9, we observe that the communication cost increases lin-
early with the number of agents and bidding rounds. As N
increases, the communication cost also increases. This is con-
sistent with the nature of the CNP protocol, where each agent
must communicate during task allocation. As more agents are
added, the communication overhead for task announcement
and bidding rises, leading to a linear increase in communi-
cation cost. The increase in k also increases communication
costs. More bidding rounds mean more agent interactions,
resulting in additional communication overhead. Specifi-
cally, when the number of bidding rounds increases from
1 to 5, the communication cost increases significantly.

5.2 Ablation experiments

First, we compare the impact of the number of vulnerabilities
on task completion rates. Figure 10 shows the task comple-
tion rates under different numbers of vulnerabilities. As the
number of vulnerabilities increases, the task completion rates
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of all methods show a certain degree of decline, but the pro-
posed method maintains high task completion rates under
different numbers of vulnerabilities. Firstly, the proposed
method uses global information to guide penetration behav-
ior, ensuring high execution efficiency; secondly, the unique
penetration collaboration promotes mutual understanding
and efficient decision-making among agents; finally, the
advantage function estimation under the Actor-Critic frame-
work can balance each agent’s immediate and long-term
returns. Even in complex scenarios with many vulnerabil-
ities, the proposed method can avoid risks and complete
expected tasks through coordination and cooperation among
agents.

97.5 .
&
= 950 B
3} ——
T 9251 & S
— AN
§ 90.0 AN
2 ~
'—gq 87.5 - }j;j;j;t;::_.._._ P
S 85.0 Proposed e A
A2 825 Baseline-4
ﬁ --4-- Baseline-5

80.01 —v- Baseline-6

20 30 40 50 60 70 80

Number of vulnerabilities

Fig. 10 Task completion rate



Peer-to-Peer Networking and Applications (2025) 18:113

Page170f20 113

2]
.E 55000 Proposed
= Baseline-4
8 50000{ ~*- Baseline:s
% —¥-  Baseline-6 v/):
— 45000 g
g l/;_.,,/:-_’:/A‘Y «
= —_— LA--a
5 40000 P al

¥ s
E' =¥ PN

P 4

a 35000 /,_—r*
S |t
£ 30000
4
<

20 25 30 35 40 45 50 55 60
Number of vulnerabilities

Fig. 11 Path exploration efficiency (Exploration cost for a given num-
ber of vulnerabilities)

Next, we observe the impact of the number of vulnerabil-
ities on path exploration. Lower exploration steps indicate
better overall performance (including learning efficiency,
sample utilization, environmental adaptability, determinism,
and computational efficiency). As shown in Fig. 11, the
exploration steps of each method are positively correlated
with the number of vulnerabilities, but the exploration steps
of the proposed method are significantly lower than those of
the baseline methods, indicating that it can converge to the
optimal strategy more quickly. Under the CNP task alloca-
tion algorithm, the main control agent can issue requirements
based on the current state and accept other agents’ com-
mitments, efficiently allocating tasks and using resources.
The priority sorting of samples in the experience replay pool
ensures that each agent can obtain the most valuable learning
samples, and the model’s evaluation of the current state and
actions is more certain and stable.

Figure 12 shows each method’s failure rates and proba-
bility density distributions under ablation experiments. The
joint optimization helps agents learn mutually beneficial
and promoting behavioral strategies in a cooperative envi-
ronment. Collaboration can promote information sharing
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and resource utilization among agents through centralized
training, joint optimization, and experience replay, enabling
agents to capture complex attack and defense dynamics,
thereby improving the specificity and robustness of path plan-
ning. In 5G-1oT network penetration testing, CNP optimizes
task allocation by enabling agents to bid for tasks based
on their capabilities, improving coordination and task com-
pletion. PER accelerates learning by prioritizing valuable
experiences and enhancing policy convergence. Together,
they enhance multi-agent collaboration and the effectiveness
of penetration strategies.

6 Conclusion

A collaborative penetration approach based on MADRL
has been proposed in this study. This solution leverages
the cooperation of multiple attack agents to enhance the
overall efficiency of attack path generation and defense strat-
egy precision. The algorithm is built on centralized training
and distributed execution, facilitating multi-agent collabo-
ration to develop and implement precise path planning and
penetration strategies. By integrating CNP, the central con-
troller improves task allocation during training, ensuring
orderly collaboration among agents. The PER mechanism
enhances the directional learning of penetration strategies.
The proposed solution offers significant improvements over
existing techniques for penetration testing in 5G-IoT net-
works. While traditional methods focus on single-agent
path planning, which limits the scalability and flexibility
in dynamic environments, the proposed approach leverages
multi-agent collaboration to enhance penetration path quality
and efficiency.

Our ongoing work explores the interaction among multi-
ple agents, allowing different agents to assume distinct roles
and tasks in penetration.
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Fig. 12 Failure rate and probability density distribution (Results from time and probability analysis)
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