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1 | INTRODUCTION

Qi Liu

Hang Shen | Xiaokang Luo | Guangwei Bai

Abstract

To address the challenges of traffic diversity and data imbalance in network
intrusion detection, we propose GraphACGAN, a novel detection framework
that integrates auxiliary classifier generative adversarial networks (ACGANSs)
with graph neural networks (GNNs). In this architecture, the GNN is embed-
ded in the ACGAN discriminator to exploit the latent graph structures inher-
ent to network traffic, thereby improving the model’s capacity to distinguish
between benign and malicious behaviors. Simultaneously, the ACGAN
generator was leveraged to synthesize minority-class attack traffic, effectively
mitigating class imbalances and enhancing generalization. Comprehensive
experiments conducted on three benchmark datasets, namely, NF-BoT-IoT-v2,
NF-ToN-IoT-v2, and NF-UNSW-NB15-v2, demonstrate that GraphACGAN
consistently outperforms all baselines, including E-GraphSAGE, GCN,
ACGAN, LSTM, and KNN in terms of accuracy, precision, recall, and F;-score.
An evaluation of resource-limited computing platforms further demonstrates
GraphACGAN’s inference efficiency for real-world deployment.

KEYWORDS
auxiliary classifier generative adversarial network (ACGAN), graph neural network (GNN),
multiclass classification, network intrusion detection

advanced persistent threats, pose serious risks to personal
privacy, critical infrastructure, and national security [2, 3].

The internet has become the cornerstone of global con-
nectivity, transforming the way individuals learn, work,
communicate, and interact with their environments.
Although its pervasive integration into modern life has
facilitated unprecedented information exchange and
digital innovation, it has also exposed users and organiza-
tions to an escalating landscape of cybersecurity
threats [1]. The growing diversity and sophistication of
cyberattacks, ranging from malware and phishing to

Addressing these threats is a central concern in modern
network systems.

Network intrusion detection systems (NIDS) serve as
a critical line of defense by continuously monitoring traf-
fic flows and identifying abnormal or malicious behaviors
in real time [4]. Through early detection and response,
an NIDS can trigger alerts or automatically initiate miti-
gation measures to prevent the spread of an attack. These
systems are essential components of contemporary
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cybersecurity architectures and have found applications
in a wide range of domains, including military networks,
industrial control systems, and the Internet of Things
(IoT) [5, 6]. However, traditional NIDS approaches that
rely on manually crafted rules or signature-based detec-
tion suffer from limited generalization capabilities and
often fail to identify evolving threats.

Various deep learning models have been proposed
to address the demand for real-time intrusion detection
in high-throughput and dynamic network environ-
ments. [7], a directional long short-term memory
(LSTM)-based framework called LSTM-cloud was devel-
oped to detect and mitigate distributed denial of service
(DDoS) attacks in cloud-computing environments. By
modeling sequential dependencies in traffic flows, the
LSTM-cloud enables the rapid detection of burst attack
patterns, which are common in high-volume cloud net-
works. Expanding upon this idea, subsequent research
explored the use of bidirectional LSTM (BiLSTM) archi-
tectures, which process input sequences in both forward
and backward directions. This bidirectional modeling
allows for more comprehensive temporal context extrac-
tion, making BiLSTM models effective for both binary
and multiclass classification of network traffic [8, 9].
Other researchers have investigated lightweight and
hybrid models to enhance generalization and interpret-
ability. For example, Mohy-Eddine and others [10] pro-
posed an IoT-specific detection model based on k-
nearest neighbors (KNN) and feature selection, whereas
Zhao and others [11] combined gated recurrent units
with ResNet modules to improve deep feature extrac-
tion for intrusion detection. Reinforcement learning has
also been applied to the construction of adaptive intru-
sion detection agents capable of learning detection poli-
cies through environmental feedback [12]. In addition,
deep neural networks [13] and deep autoencoders [14]
have been employed to model complex feature distribu-
tions and reduce dimensionality in high-dimensional
traffic datasets. These diverse approaches have collec-
tively led to advanced research in this field. However,
challenges remain in capturing relational structures and
addressing data imbalances in realistic intrusion
scenarios.

1.1 | Challenges and related works

Despite these advances, deep learning-based intrusion
detection faces significant challenges owing to the ever-
evolving nature of cyberattacks and imbalanced data dis-
tributions. These factors require robust, adaptive, and
generalizable detection frameworks.

1.1.1 | Limited detection in Euclidean space
Most existing deep learning-based intrusion detection
methods treat network traffic as independent samples in
the Euclidean space and process each instance in isola-
tion without accounting for the underlying relationships
among them. However, in practice, network traffic
exhibits rich structural dependencies such as shared com-
munication endpoints, temporal proximity, and behav-
ioral similarity, which are more naturally modeled in
non-Euclidean graph structures. Ignoring these latent
connections limits both the accuracy and efficiency of
intrusion detection, particularly in large-scale network
environments where batch detection becomes increas-
ingly essential.

Graph neural networks (GNNSs) [15], a class of deep
learning models designed for unstructured and relational
data, offer a promising solution to this problem. GNNs
are powerful tools for capturing spatial and topological
patterns in graph-structured data, making them particu-
larly well-suited for network intrusion detection [16, 17].
GNNs can effectively model dependencies and contexts
across traffic records by representing the network traffic
as nodes and interactions as edges [18]. Early GNN-based
approaches in the network security domain, such as
those proposed by Xiao and others [19] and Cheng and
others [20], modeled network traffic as graph structures
and applied GNNs for analysis, achieving significant
results in anomaly detection and botnet detection tasks,
respectively. Recent studies have explored more
sophisticated architectures, including ResACAG [21]
with residual connections and attention mechanisms and
FTG-Net-E [22] employing hierarchical ensemble learn-
ing with bagging and boosting strategies for DDoS
detection.

Furthermore, some studies have applied graph con-
volutional networks (GCNs) [23] for intrusion detec-
tion, leveraging normalized adjacency matrices and
convolutional operations to effectively aggregate neigh-
borhood information. However, GCNs treat edges as
homogeneous connections and neglect critical edge fea-
tures in network traffic such as connection types, pro-
tocols, and interaction patterns. By contrast, Lo and
others [24] proposed E-GraphSAGE, which incorporates
both edge features and topological patterns into the
graph-learning process, achieving improved detection
performance for both benign and malicious traffic.
Despite the potential to overcome the limitations of
Euclidean-based methods by modeling traffic as struc-
tured graph data, these approaches still face challenges
associated with class imbalance between common and
rare attack types.
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1.1.2 | Imbalanced network traffic data

In real-world network environments, malicious traffic
typically accounts for only a small fraction of total net-
work traffic, resulting in a significant class imbalance
between benign and attack samples. Training deep learn-
ing models on such imbalanced datasets often leads to
biased learning, where the model performs well on
majority (benign) classes, but fails to detect minority
(attack) instances accurately. This imbalance restricts the
generalization capabilities of NIDS and hinders its practi-
cal applicability.

Generative adversarial networks (GANs) [25] have
emerged as promising data augmentation techniques for
mitigating this issue. By learning the distribution of real
attack samples, GANs can generate synthetic attack traffic
that closely resembles actual malicious behavior, thereby
balancing the datasets and improving the detection perfor-
mance. For example, in [26], synthetic abnormal traffic
generated by a GAN was used to oversample the minority
class, leading to improved binary classification accuracy
when combined with random forest classifiers. Shahriar
and others [27] proposed G-IDS, a GAN-based intrusion
detection framework in which the inclusion of synthetic
samples enhances both the detection accuracy and model
robustness. Similarly, in [28], the authors introduced IDA-
GAN, a classification framework that combines varia-
tional autoencoders with GANs. The autoencoder cap-
tures latent data distributions, enabling GANs to generate
diverse and high-quality intrusion samples that help the
model learn more precise classification boundaries.

Although GANs are effective in addressing binary
imbalances, standard GAN models cannot differentiate
between multiple attack categories, which limits their
application in multiclass intrusion-detection scenarios.
Conditional variants of GANs have been proposed to
overcome this issue. Li and others [29] proposed a condi-
tional GAN enhanced using bidirectional encoder repre-
sentations from transformers to generate multiclass
attack traffic for intrusion detection. [30], an auxiliary
classifier GAN (ACGAN) was employed to incorporate
class labels during the generation process, enabling the
synthesis of various types of attack traffic to improve
class balance in multi-category datasets.

To further refine the data augmentation, Ding and
others [31] developed a hybrid method that integrates
KNN for undersampling with table-aware ACGAN-based
oversampling, thereby achieving more effective sample
distributions and classification results. In a more
advanced approach, Zhang and others [32] introduced
ACGAN-GNN, which combines ACGAN for minority
sample expansion with a heterogeneous GNN to model
the relational structure among traffic flows. This
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integration has shown promising improvements in the
classification performance by simultaneously addressing
data imbalances and graph-based dependencies. How-
ever, these methods often overlook the influence of graph
topology and edge features on the final detection perfor-
mance. There is significant room for improvement in
jointly leveraging adversarial learning and graph struc-
tural information to construct discriminative and bal-
anced intrusion detection frameworks.

1.2 | Contributions and organization

In this study, we propose GraphACGAN, an intrusion
detection framework that integrates ACGAN with a GNN
to address the performance degradation caused by
unstructured traffic features and imbalanced datasets.
The main contributions of this study are summarized as
follows.

« We embed E-GraphSAGE, a GNN variant, into the dis-
criminator of ACGAN to capture the latent structural
information within network flows effectively. This
approach enhances the discriminator’s capacity to rec-
ognize subtle variations in traffic patterns and improves
its ability to distinguish between diverse attack types.

« The generator is conditioned on class labels to synthe-
size specific types of attack samples, enabling targeted
data augmentation. This augmentation strategy miti-
gates class imbalance, reduces the false positive rate,
and improves the generalization performance of the
intrusion detection model.

« We conduct comprehensive experiments on three chal-
lenging benchmark datasets, namely NF-BoT-IoT-v2,
NF-ToN-IoT-v2, and NF-UNSW-NB15-v2.! The results
show that GraphACGAN consistently outperforms base-
line models, including ACGAN, E-GraphSAGE, LSTM,
GCN, and KNN, on both binary and multi-class classifi-
cation tasks. On NF-UNSW-NB15-v2, GraphACGAN
achieves F;-score improvements of 7.55%, 27.47%,
9.48%, and 14.29%, respectively, over these methods.

The remainder of this paper is organized as follows:
Section 2 introduces the preliminaries of E-GraphSAGE
and ACGAN. The details of the implementation of the
GraphACGAN detection approach are presented in
Section 3. Section 4 discusses dataset selection and our
experimental methodology. Section 5 presents the experi-
mental results and their performances. Finally, our con-
clusions are summarized in Section 6.

Thttps://espace.library.uq.edu.au/view/UQ:38a2d07.
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2 | PRELIMINARIES

2.1 | E-GraphSAGE

In E-GraphSAGE, the graph nodes represent the IP
addresses of the hosts, whereas the edges represent the
communication between the hosts (that is, network
flows). This approach allows the integration of edge fea-
tures and topological patterns into IoT network intrusion
detection, thereby enabling the detection of malicious
network flows. Graph sampling and aggregation tech-
niques are used. The model first samples the neighbors of
each node in the graph, and then learns a function to
aggregate the representations of the neighboring vertices
to produce the target vertex embedding. In particular, as
shown in Figure 1, the training data are constructed as a
graph for node sampling and edge feature aggregation.
For example, the edge features of the selected one-hop
neighbor nodes a and b and two-hop neighbor nodes e, f,
and g are aggregated layer-by-layer to the endpoint u of
edge uv to derive the node features of u. For the other
endpoint v, the same two layers of sampling and aggrega-
tion are used to obtain the node features of v. The node
features u and v are concatenated to form an embedded
representation of uv, which is input into the softmax acti-
vation function to derive the edge type.

Network Graph
Construction

NIDS Datasets E-GraphSAGE Model Edge Classification

FIGURE 1 Edge classification based on E-GraphSAGE.

X

real real
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z (noise) — G
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FIGURE 2 ACGAN versus GAN. (A) GAN framework and
(B) ACGAN framework.

2.2 | ACGAN

A GAN consists of two adversarial neural networks: a
generator (called G) and a discriminator (called D). As
shown in Figure 2A, the task of the generator is to
transform the received random noise into a fake sample
similar to an actual sample, whereas the discriminator’s
task is to identify the fake and actual samples. When the
adversarial game reaches the Nash equilibrium, both net-
works can learn the distribution of the real samples. The
generator generates traffic samples, and the discriminator
performs binary classification. However, it is necessary to
generate multiple sample types or perform multi-
classification in certain scenarios. ACGAN [33] extends
the traditional GAN framework to generate different
types of samples by inputting label information into
G. Subsequently, D uses a multi-classification function to
estimate the posterior probability of the samples to iden-
tify their types. Figure 2B shows that the given class label
and random noise z are input into G to generate a fake
sample Xg,., Which is then input into D, along with the
real sample X,.,. The two cost functions are then formu-
lated as:

Ls=E[log P(S =real|X e )] + E[log P(S = fake| X fuxe )],
(1)

and

Lc=E[log P(C =c¢|Xtea)] + E[log P(C=c|Xtake)]-  (2)

The former determines whether the sample is real,
and the latter determines whether the classification
is true.

During adversarial training, G maximizes L¢ — Lg
to identify as many generated samples as possible,
whereas D maximizes Lg+ Lo to identify real, fake,
and K types.

As shown in Figure 2, ACGAN demonstrates partic-
ular advantages for network intrusion detection, owing
to its ability to precisely identify attack types, thereby
enabling appropriate defensive countermeasures. By
training the ACGAN on specific attack types, it can
learn to produce accurate traffic patterns that represent
different attack scenarios. Precise categorization of
attack types is critical for deploying tailored defense
strategies. Furthermore, because the data produced by
the ACGAN generator are more realistic and accurate,
they can train the discriminator better, thereby improv-
ing the accuracy and efficiency of the intrusion detec-
tion system.
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3 | PROPOSED SOLUTION

As a common format for recording data communications,
network traffic consists of an identified communication
source, destination IP field, and traffic features. Traffic
features include the number of incoming and outgoing
bytes, multiple FLAG fields at the TCP layer, and traffic
duration in the NF-ToN-IoT-v2 dataset. To model the
network traffic as a graph structure using a GNN [34], we
first mapped the source IP address to a random IP
address between 172.16.0.1 and 172.31.0.1. This approach
avoids the potential problem of source IP addresses by
providing a small proportion of unintentional labels for
attack traffic. Next, a binary combination of a source IP
address and source port number acts as a source node
“IPV4_SRC_ADDR,” and a binary combination of a desti-
nation IP address and destination port number acts as a
destination node “IPV4 DST ADDR.” The connection
relationships between the source and destination nodes
are used to construct a graph in which standardized traf-
fic features are considered edge features, and the number
of edges E in the graph represents the quantity of net-
work traffic. The nodes in the graph contain no features;
therefore, they must be embedded in a vector with
dimensions equal to the number of edge features.

By integrating E-GraphSAGE and ACGAN, we
designed an intrusion detection framework that applies
adversarial learning to enhance the generation and dis-
crimination abilities simultaneously. In Figure 3, net-
work traffic data are directly constructed as a real graph
G. Random noise and a given class label are input into G
to generate the edge feature Hg = G(g, label). By reusing
the topology of a real graph, all the generated edge
features are constructed as a generated graph G. Both
graphs are input into D and trained in E-GraphSAGE to
implement multi-classification. D also implements
binary classification if the detection requirements are
reduced. The proposed framework can perform coarse
and fine detection according to network situations

and user requirements, exhibiting excellent flexibility
and scalability.

In the following subsections, each functional module
is described in detail.

31 | Generator
G is a five-layer neural network as shown in Figure 4. A
100-dimensional vector converted by the class label is mul-
tiplied by a 100-dimensional normal random noise vector
z, which is input into an input layer with 100 neurons,
followed by three hidden layers with 100 neurons each,
and an output layer with n neurons, where n represents
the dimensions of the traffic features. Therefore, the
generator output is the generated edge feature, Hg.
Combining the flows’ source and destination IP addresses
with the generated edge features creates the graph G.
Based on (1) and (2), the goal of training G is to
maximize

Lg =E[log P(S =real|Hg)] + E[log P(I=label[Hg)]. (3)

label ' W N Q
el 2% .v Am "A\ -H,
noise z . /’,‘Q,A‘ /
"J’)‘\\
ﬂ/‘l
, -
Input Layer Hidden Layers Output Layer

FIGURE 4 Generator network framework.

database Network Graph Construction
|m == = S T T T T T
augmented  original | | i
dataset dataset : edge embedding
|

vector : (H,label)

|
|
|
—>
|
|
|

(IPV4_SRC_ADDR)
(IPV4_DST ADDR)

generated edge
features : H

noise: z |

Data augmentation

FIGURE 3 GraphACGAN intrusion detection framework.
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Maximizing the first term makes the generated edge
feature Hg similar to the real traffic feature H, whereas
maximizing the second term makes the generated edge
feature Hg more similar to the real traffic label, thereby
enabling the trained generator to output usable traffic
data according to the class labels.

3.2 | GNN-enhanced discriminator

The discriminator integrates E-GraphSAGE to perform
the following sampling and aggregation steps on a real
graph G and a generated graph G to identify the
attack type.

3.2.1 | Full neighborhood random sampling
For vertices u and v of any edge uv in G and Q we ran-
domly sample one- and two-hop neighbor nodes and
their connecting edges.

3.2.2 | Edge information aggregation

A node v’s feature vector is initialized as h° = (1,...,1)".

ekl =6(WK.CONCAT(h Y ey)), k=1,...K.  (4)

Based on (4), the neighbor node features and edge
features of node v are concatenated to obtain the (k—1)th
layer edge features €1 through weighting and activation
operations. The node features of the k-th neighbor nodes
of v are then obtained by aggregating the side features

ek 1 as follows:
k-1
R = AGGL({e, , Yue N), w ee}) = S o _
N(v) k u ’ |N(V)|’

ueN(®v)

()

where N(v) is v’s sampling neighborhood, ¢ is the set of
sampled edges, and IN(v)| is the number of v’s sampled
edges. Next, node feature hff*l and aggregation feature
h;‘\,(v) are concatenated according to (6). The concatenated
vector is weighted and activated to obtain the kth layer
node embedding.

rE=a (W - cONCAT (RS, K)) ). (6)

Over K iterations, the K-th layer node embedding is
derived as

x=hEwev. (7)

In the aggregation algorithm, K refers to the num-
ber of aggregations, weight matrices, or layers in the
network. The number of layers in the network can be
understood as the number of neighbor hops that
require maximum access. K was set to two in this study
because, in the aggregation algorithm, a 10% to 15%
improvement in performance was achieved by setting K
= 2 instead of K = 1. However, when K was set higher
than two, the resulting improvement ranged from 0%
to 5%, whereas the computational time increased by
10 to 100 times. Finally, the edge embedding is
obtained by concatenating the node embeddings u and
v as follows:

zX, = CONCAT(zX,2%), wv €e. (8)

Then, zX, is input into a softmax function to imple-
ment multi-classification.

According to the sampling and aggregation of G and
G, two loss functions are defined on the real and gener-
ated graphs as follows:

Lyea = E[log P(S =real|H)] + E[log P(I=1abel|H)], (9)

and

Ltake = E[log P(S = fake|H)] + E[log P(I=1abel|Hg)].
(10)

Maximizing (9) can improve the learning of real
graph information, whereas maximizing Ly, in (10) can
increase the discriminator’s accuracy. Therefore, the dis-
criminator utilizes the following optimization objective
function:

InaXLD = Lreal + Lfake~ (11)

3.3 | Data augmentation
We use the generation ability of the trained generator to
alleviate the lack of attack-traffic data. In Figure 3, the
assigned attack traffic is generated to balance the original
intrusion detection dataset. Retraining the GraphACGAN
model with an augmented training dataset prevents over-
fitting and improves its generation and discrimination
capabilities.

An intrusion-detection algorithm that combines
E-GraphSAGE and ACGAN is summarized in
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Discriminator training
guided by loss function (11)

g i classification
—L’O\ results
label Gravih j’o
raph =~
}@_’HG_’Q COSt =TT
Z~N(0,1) 7y function

Generator training guided by loss function (3)

FIGURE 5 Algorithm workflow.

Algorithm 1, and the corresponding workflow is
illustrated in Figure 5. First, G generates the edge feature
Hg by inputting noise z and label. Then, the generated
network traffic feature Hg, along with the source
node “IPV4_SRC _ADDR,” destination node “IPV4_D-
ST_ADDR,” and label, is used to generate a graph @
which is input into D to obtain the output results and
compute the cost. The loss of G is computed based on (3),
and the parameters of G are updated accordingly. Simi-
larly, “IPV4_SRC_ADDR,” “IPV4_DST_ADDR,” the net-
work traffic feature H, and label form a graph G and are
input into the discriminator to obtain classification
results. By combining these two sets of output results, the
loss of D is computed based on (11), and the parameters
of D are updated accordingly.

Algorithm 1 Adversarial training algorithm.

Require: Network traffic feature H, Class label,
IPV4_SRC_ADDR, IPV4_DST_ADDR, Normal
distribution random noise z

Ensure: Optimize G and D

1: Init: G, D
G < Graph(IPV4_SRC_ADDR,
5 [PV4_DST_ADDR, H,label).
3: for number of training iterations do
4: #Train Generator
5: INIG « G(z,label);
G < Graph(/ PV4_SRC_ADDR,

o PV4_DST_ADDR, H,label);

7: D(QN) gives the classification results of QN
8: Calculate the loss of G based on (3);

9: Update the parameters of G via Adam;
10 #Train Discriminator

11: D(G) gives the classification results of G;
12: D(g) gives the classification results of QN
13: Calculate the loss of D based on (11);

14: Update the parameters of D via Adam;
15: end for

The model training process must calculate and update
the gradients of G and D. The number of floating-point

operations required to update G and D in each training
iteration is O(m-E), where m represents the sum of the
dimensions of the two weight matrices, W% and W¥,
which are calculated as

m=">Y (dim(W¥)+dim(Wk)). (12)

K
k=1

Accordingly, the overall computational complexity of
the algorithm is approximated as O((m-E)-I), where I
denotes the total number of training iterations.

4 | EXPERIMENTAL SETUP

4.1 | Dataset selection

Three widely used authoritative datasets, namely NF-
BoT-I0T-v2, NF-ToN-IoT-v2, and NF-UNSW-NB15-v2,
with different degrees of data imbalance were used to
evaluate the detection performance of GraphACGAN and
the baseline approaches. An overview of these datasets is
presented in Table 1 and their class distributions and
proportions are listed in Table 2. The three datasets
contained tens of millions of network traffic data points.
Therefore, we randomly sampled 10% of the original
datasets to form our network traffic datasets, where 70%
of the traffic data were utilized to train the models and
30% were used to test the models.

4.2 | Baselines and hyperparameters
G consists of four fully connected layers with 100, 100,
100, and 39 neurons in each layer, respectively. D
adopts a two-layer E-GraphSAGE model with 128
neurons in each layer using the mean function for
aggregation, and edge classification is performed using a
softmax classifier. For GraphACGAN, a rectified linear
unit (ReLU) was used as the nonlinear activation func-
tion and a 2-hop domain was used for computation. The
proposed method was implemented using the Adam
optimizer in PyTorch. The learning rate (Ir) was set to
0.0002 for all three datasets and the dropout parameter
was set to 0.2.

The proposed GraphACGAN was compared with four
baseline models.

« E-GraphSAGE, which is utilized for binary and
multi-class intrusion detection tasks [24], is consistent
with the E-GraphSAGE embedded in the proposed
framework.
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TABLE 1 Overview of three intrusion detection datasets.
Dataset Count Number of classes
NF-BoT-1oT-v2 37 763 497 5
NF-ToN-IoT-v2 16 940 496 10
NF-UNSW-NB15-v2 18 893 708 10

TABLE 2 Class distributions and proportions of the three datasets.

Dataset Classes

Benign Reconnaissance
NF-BoT-IoT-v2

0.36% 6.94%

Benign Backdoor

36.01% 0.1%
NF-ToN-IoT-v2

MITM Password

0.04% 6.81%

Benign Fuzzers

96.02% 0.93%
NF-UNSW-NB15-v2

Backdoor Generic

0.09% 0.69%

Number of features Benign to attack samples ratio

43 0.0 to 10.0

43 0.36 to 6.4

43 9.6 to 0.4
DoS DDoS Theft
44.15% 48.54% 0.01%
DoS DDoS Injection
4.21% 11.96% 4.04%
Ransomware Scanning XSS
0.02% 22.32% 14.49%
Dos Reconnaissance Worms
0.25% 0.53% 0.01%
Exploits Shellcode Analysis
1.32% 0.06% 0.1%

Note: The class(es) with the smallest sample proportion in each dataset are highlighted in bold.

» The GCN (35, 36], which was structured with compara-
ble parameters to E-GraphSAGE for equitable evaluation,
utilizes two convolutional layers with 256 neurons each,
followed by ReLU activation with a dropout rate of 0.2.

+ ACGAN is used to perform the multi-classification of
network traffic, as described in [32]. The generator net-
work structure of ACGAN is identical to that employed
in GraphACGAN. The discriminator network is struc-
tured with four fully connected layers of 512, 512,
512, and 39 neurons, in order. The LeakyReLU activa-
tion function is employed.

« LSTM is used to perform binary and multi-class
classification for network traffic, as described in [7].
The LSTM benchmark consists of six LSTM layers.
The number of neurons in the first five layers are
39, 20, 60, 80, and 90, in order. The number of neurons
in the last layer corresponds to the number of catego-
ries in the NF-BoT-IoT-v2, NF-ToN-IoT-v2, and NF-
UNSW-NB15-v2 datasets (5, 10, and 10, respectively).
The total number of parameters is approximately 21K.

« KNN [10], one of the classic intrusion detection algo-
rithms with the hyperparameter K set to three.

4.3 | Evaluation metrics

Indicators such as accuracy, precision, recall, and F;-score
are commonly used to evaluate detection performance. Let
TP, TN, FP, and FN denote the true positive, true negative,

false positive, and false negative, respectively. The formu-
las for the four indicators are as follows:

TP + TN
Accuracy = + , (13)
TP + TN + FP + FN
TP
Precision = ———, (14)
TP + FP
TP
Recall =———, 15
T TP L EN (15)
2xTP
F;-score = (16)

2xTP + FP + FN'

Accuracy intuitively reflects the proportion of correct
detection results. Precision and recall emphasize the
proportion of correct classifications among positive
predictions and actual positives, respectively, whereas the
F)-score is a comprehensive evaluation metric for com-
parison. Because all three datasets exhibit data imbal-
ance, accuracy and weighted Fj-score were selected as
the main performance indicators.

5 | EXPERIMENTAL RESULTS

This section compares the binary and multi-class classifi-
cation performances of different models on the three
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datasets. In addition, we present two data augmentation
experiments conducted on the NF-ToN-IoTv2 and NF-
UNSW-NBI15-v2 datasets. Finally, we present the visuali-
zation results for the NF-BoT-IoT-v2 dataset.

5.1 | Detection performance analysis

As shown in Table 3, the binary and multi-classification
indicators of GraphACGAN were higher than those of
E-GraphSAGE and ACGAN. In particular, GraphACGAN’s
two indicators for the binary classification approach were
100%. On the NF-UNSW-NB15-v2 dataset, which contains
a lower proportion of attack trafficc GraphACGAN
achieved weighted F;-score that were 7.55%, 8.1%, 27.47%,
9.48%, and 14.29% higher than those of E-GraphSAGE,
GCN, ACGAN, LSTM, and KNN, respectively. Although
GCN demonstrates competitive performance by effectively
capturing topological patterns, it fails to model edge fea-
tures, which are crucial for traffic analysis. ACGAN fails
to take advantage of the non-Euclidean graph structure of
network traffic. LSTM and KNN use a single traffic source,
leading to low training efficiency and a failure to mine the
common features of multiple traffic sources to improve the
detection accuracy. Although E-GraphSAGE converts
network traffic into a graph structure, it cannot improve
discriminator performance without additional auxiliary
modules. By integrating E-GraphSAGE and ACGAN, we
constructed a new deep learning framework with
enhanced attack recognition capabilities.

The precision, recall, and Fj-score for benign and
attack traffic detection across the three datasets are pre-
sented in Tables 4,5, and 6. GraphACGAN consistently
achieved superior performance, with attack traffic F;-score
of 99.12%, 95.91%, and 97.65%, and benign traffic F;-scores
of 99.84%, 98.97%, and 99.59%, respectively. In contrast,
GCN struggled significantly with benign traffic detection
on NF-BoT-IoT-v2 (with an F;-score of only 37.09%).
ACGAN performed poorly in detecting benign traffic
(F;-score < 71%) on NF-UNSWNB15-v2. LSTM and KNN
achieved moderate F;-scores (70%-88%) for benign and
attack traffic under imbalanced proportions. These results
demonstrate that GraphACGAN provides superior perfor-
mance in terms of both precision and recall, benefiting
from the strong feature extraction ability of E-GraphSAGE
and strong generalization ability of ACGAN.

Figures 6,7, and 8 present three types of multi-
classification indicators for the five models of the three
datasets. One can see that GraphACGAN was superior to
the other four models in terms of every indicator.
Notably, the NF-BoT-IoT-v2 dataset has the highest pro-
portion of attack traffic, followed by the NF-ToN-IoT-v2
dataset, whereas the NF-UNSW-NB15-v2 dataset has the

Comparison of binary and multi-classification.

TABLE 3

ETRI Journal-W] LEYJ—9

Multi-classification

Binary classification

NF-UNSW-NB15-v2 NF-BoT-IoT-v2 NF-ToN-IoT-v2 NF-UNSW-NB15-v2

NF-ToN-IoT-v2

NF-BoT-IoT-v2

W-F1

Acc. W-F1 Acc. W-F1 Acc.

W-F1

W-F1 Acc. W-F1 Acc.

Acc.

Algorithm

96.15%
88.60%
88.05%
68.68%
86.67%
81.86%

95.56%
83.80%
86.02%
73.10%
87.34%
82.11%

92.99%
89.36%
83.05%
63.38%
77.87%
73.12%

92.35%
89.00%
85.71%
68.48%
80.07%
73.47%

96.08%
93.43%
92.85%
92.18%
87.84%
83.71%

96.10%
93.29%
91.37%
92.47%
88.20%
82.37%

99.30%
97.99%
95.48%
90.90%
95.25%
89.76%

99.30%
98.02%
95.53%
89.90%
95.54%
89.60%

98.97%
96.98%
95.43%
93.94%
88.79%
89.12%

98.37%
96.91%
95.27%
93.89%
89.16%
98.29%

99.73%
98.58%
94.49%
96.48%
94.96%
88.68%

99.73%
98.76%
92.20%
96.67%
95.13%
87.50%

GraphACGAN

E-GraphSAGE

GCN

ACGAN
LSTM
KNN
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TABLE 4 Benign and attack traffic detection on NF-BoT-IoT-
V2.

Model Class Precision Recall F;-score
GraphACGAN Benign  99.96% 99.73% 99.84%
Attack 98.47% 99.78% 99.12%
E-GraphSAGE  Benign  92.12% 50.55%  65.29%
Attack 98.84% 99.90% 99.37%
GCN Benign = 22.79% 99.52% 37.09%
Attack 99.97% 92.03% 95.84%
ACGAN Benign  98.32% 75.45% 85.38%
Attack 96.49% 99.18% 98.12%
LSTM Benign  86.85% 73.39%  79.55%
Attack 96.15% 98.35% 97.24%
KNN Benign 50.96% 82.43% 62.98%
Attack 97.14% 88.25% 92.48%

TABLE 5 Benign and attack traffic detection on NF-ToN-IoT-
V2.

Model Class Precision Recall F;-score
GraphACGAN  Benign  99.83% 98.12%  98.97%
Attack 92.74% 99.32% 95.91%
E-GraphSAGE  Benign  94.97% 98.72%  96.81%
Attack 96.93% 99.15% 92.58%
GCN Benign 81.28% 98.53% 89.08%
Attack 99.62% 94.47% 96.98%
ACGAN Benign 96.76% 95.13% 95.94%
Attack 85.49% 90.00% 87.69%
LST™M Benign 91.68% 95.17% 93.39%
Attack 76.27% 64.27% 69.76%
KNN Benign 91.80% 94.30% 93.03%
Attack 80.43% 73.54% 76.83%

lowest proportion. The lower the proportion, the higher
the recognition difficulty. Precisely identifying attack
types with a small proportion of attack data is an impor-
tant method for evaluating the detection effectiveness of
the five models.

In the NF-BoT-IoT-v2, a high proportion of attack
traffic is present, particularly DoS and DDoS attacks. As
shown in Figure 6, all five methods performed well at
detecting these two categories. However, ACGAN and
LSTM could not identify theft attacks, which accounted
for a small proportion of the dataset (only 0.01%).
The accuracy, recall, and F;-scores of GraphACGAN
for this type of attack reached 87.85%, 99.99%, and
93.53%, respectively, which are higher than those of

TABLE 6 Benign and attack traffic detection on NF-UNSW-
NB15-v2.

Model Class Precision Recall F;-score
GraphACGAN Benign 99.45% 99.73% 99.59%
Attack 98.42% 96.90% 97.65%
E-GraphSAGE  Benign  98.19% 99.51%  98.84%
Attack 97.01% 89.58% 93.15%
GCN Benign 94.97% 98.72% 96.81%
Attack 96.93% 88.57% 92.56%
ACGAN Benign 56.50% 94.32% 70.67%
Attack 98.07% 90.25% 93.90%
LSTM Benign 95.25% 99.73% 97.43%
Attack 97.89% 71.84% 82.86%
KNN Benign  95.20% 89.34% 92.18%
Attack 79.45% 90.15% 84.46%
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3 60% 8
g-_) ||
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[ GraphACGAN [ E-GraphSAGE
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~
40% | L |
20% A
| | L
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FIGURE 6 Multi-classification performance comparison on
NF-BoT-IoT-v2. (A) Precision for each class, (B) recall for each
class, and (C) F;-scores for each class.
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FIGURE 7 Multi-classification performance comparison on NF-ToN-IoT-v2. (A) Precision for each class, (B) recall for each class, and

(C) F;-scores for each class.

E-GraphSAGE, GCN, and KNN. Because of the mutual
benefits of E-GraphSAGE and ACGAN, GraphACGAN’s
detection performance was further improved, particularly
for attack types that were previously difficult to identify.
Figure 7 illustrates the model performance on the
NF-ToN-IoT-v2 dataset. For MIMT attacks, GraphAC-
GAN achieved the highest F;-score, significantly outper-
forming the other models, whereas ACGAN and LSTM
failed entirely in this category. Similarly, for Ransomware
attacks (comprising only 0.02% of the samples), GNN
models (GCN, GraphACGAN, and E-GraphSAGE)

exhibited superior detection capabilities compared to
traditional approaches. Notably, the GCN completely
failed to detect DoS attacks. In contrast, GraphACGAN
successfully detected all attack types without exception,
demonstrating comprehensive coverage and balanced
performance across the entire threat spectrum.
Compared to the NF-BoT-10T-v2 and NF-ToN-IoT-v2
datasets, the imbalance in the class distribution was more
pronounced in the NF-UNSW-NB15-v2 dataset, where
the total proportion of all attack types was less than 4%.
However, as shown in Figure 8, GraphACGAN still
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FIGURE 8 Multi-classification performance comparison on NF-UNSW-NB15-v2. (A) Precision for each class, (B) recall for each class,

and (C) F;-scores for each class.

outperformed the other four methods, particularly in
Worm and DoS attacks, which have very low proportions.
The accuracy, recall, and F;-scores of GraphACGAN for
Worm detection were 65.93.

5.2 | Impact of data augmentation

To alleviate the data imbalance problem observed in the
above experiments, we augmented all types of attack

traffic according to their proportions to improve the
multi-classification performance of GraphACGAN. Spe-
cifically, 500, 1000, 2000, 3000, 4000, and 5000 attack
samples generated by G were added to the NF-ToN-IoT-
v2 and NF-UNSW-NB15-v2 datasets to observe the
changes in detection accuracy and F;-score.

As shown in Figure 9, with a gradual increase in the
number of generated attack samples, the accuracy trend
for the augmented dataset first increases and then
decreases compared with the original accuracy. In
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particular, the  multi-classification accuracy  of
GraphACGAN was maximized when the number of added
attack samples was 2000 and 3000 on the NF-ToN-IoT-v2
and NF-UNSW-NB15-v2 datasets, respectively. Figure 10

Original NF-ToN-IoT-v2 [ Original NF-UNSW-NB 15-v2
98% 4 [ ] Augmented NF-ToN-loT-v2 [ Augmented NF-UNSW-NB 15-v2
96% 4
>
Q
g
2 94%
o
<
92% - %
90% A
0 500 1000 2000 3000 4000 5000

Number of samples

FIGURE 9 GraphACGAN’s multi-classification accuracy on
original and augmented datasets.

m Original MITM - Original Shellcode
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AN
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FIGURE 10 F;-scores for MIMT and Shellcode attacks on
original and augmented datasets.
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reveals that the F;-scores for MIMT and Shellcode attacks
improved compared with the low detection rates observed
in Figures 6-8, indicating that adding sufficient attack
samples can help imbalanced datasets achieve better class
balance and improve detection accuracy. However, too
many generated samples cause the augmented dataset to
deviate from the actual data distribution, causing Gra-
PhACGAN to learn many biased features and negatively
affecting accuracy.

Further analysis of GraphACGAN’s weighted F,-scores
with optimal sample additions (2000 for NF-ToN-IoT-v2
and 3000 for NF-UNSW-NB15-v2) revealed significant
improvements in both the binary and multi-classification
metrics, as presented in Table 7. Overall, the experimental
results demonstrate that expanding the attack traffic by a
small proportion mitigates data imbalance and improves
the discriminator’s performance. In addition, random
noise input facilitates the generation of attack variants that
are absent from the original training data but consistent
with known category distributions, thereby enhancing
GraphACGAN’s generalization capabilities when con-
fronted with variations in established attack types.

5.3 | Performance under resource
constraints

To assess real-world applicability, we emulated edge com-
puting constraints using Docker containerization based on
Raspberry Pi 4B specifications (4 CPU cores@1.5 GHz,
4 GB RAM, and 1 Gbps network). We then deployed our
model, pretrained on the NF-BoT-IoT-v2 dataset in this
environment. As shown in Tables 8 and 3, GraphACGAN
achieves a classification accuracy of 96.1% with a

TABLE 7 Weighted F;-scores of GraphACGAN on original and augmented datasets.

Dataset Classification

NF-ToN-IoT-v2 Binary
Multiclass

NF-UNSW-NB15-v2 Binary
Multiclass

Weighted F;-score

Original Augmented
98.37% 99.74%
92.99% 95.74%
99.30% 99.41%
96.15% 97.62%

TABLE 8 Performance comparisons in terms of inference speed and throughput.

Method Params
GCN 70.6 K 2.975
GraphACGAN 714 K 3.306

Inference time (s)

Throughput (samples per second)
121 022
108 903
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FIGURE 11 Visualization of attack traffic classification. (A) 10 000 random samples on NF-BoT-IoT-v2 and (B) separated high-

dimensional edge features.

throughput of 108 903 samples per second, demonstrating
its viability for real-time network monitoring in resource-
constrained environments. Although GCN exhibits a mar-
ginally higher throughput, but suffers from a 4.73% lower
detection accuracy because of the lack of hierarchical
neighborhood aggregation and advanced message-passing
mechanisms. In network security applications, maintaining
high accuracy while ensuring sufficient processing speed is
essential. GraphACGAN achieves this optimal balance by
delivering superior detection performance with a through-
put that satisfies practical deployment requirements.

54 | Feature distribution visualization
To intuitively understand its excellent performance, we
tested the proposed GraphACGAN on the NF-BoT-IoT-v2
dataset to visualize the edge embeddings of a graph using
10000 random samples. Using the unified manifold
approximation and projection dimensionality reduction
algorithm [37], we mapped 10000 samples of the original
features and high-dimensional edge embeddings onto
two dimensions (components one and two) for visualiza-
tion. Figure 11A shows the initial state, and Figure 11B
shows that the four attack types and benign traffic are
separated, confirming that GraphACGAN can leverage
the inherent graph structure of the network flows. GNN
and ACGAN mutually reinforce each other to separate
attack traffic from normal traffic.

6 | CONCLUSION

We proposed a multi-class network intrusion detection
framework called GraphACGAN. This framework is
based on ACGAN, where E-GraphSAGE is embedded in
the discriminator of ACGAN. This integration enables
the discriminator to capture additional hidden feature
information, thereby enhancing its ability to detect net-
work attacks. An enhanced discriminator also guides the
generator to promote the generation of high-dimensional
feature representations of network traffic that approxi-
mate the real probability distribution, thereby improving
the intrusion detection performance and generalization
capability of the model. The experimental results
demonstrated that, compared with E-GraphSAGE,
GCN, ACGAN, LSTM, and KNN, GraphACGAN
has advantages in terms of accuracy, precision, and other
indicators. The containerized deployment tests revealed
that GraphACGAN maintained its performance
advantage while achieving sufficient throughput in con-
strained computing environments. Our ongoing study
focuses on detecting unknown attacks in zero-shot
scenarios.
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